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To require notice to and consent of an individual prior to the ~collection and

di scl osure of certain personal information relating to that individual.

A BILL

Torequirenoticetoandconsent of anindividual prior tothecollectionanddisclosure

of certain personal information relating to that individual.

Be it enact ed by t he Senat e and House of Representatives of the United States of Anerica

i n Congress assenbl ed,

SECTI ON 1. SHORT TITLE.

This Act may be cited as [To be provided].

SEC. 2. DEFI NI TI ONS.

In this Act the followi ng definitions apply:
(1) ADVERTI SEMENT NETWORK. - The term' ”adverti sement network” means an entity that
provi des advertisenents to participating websites on the basis of individuals’
activity across sonme or all of those websites.
(2) AGCREGATE | NFORVATI ON. - The term*“aggregate i nformati on” neans data that rel at es
to a group or category of services or individuals, from which all information
identifying an individual has been renoved.
(3) COWM SSION. - The term *“Conmi ssion” nmeans the Federal Trade Conm ssion.
(4) COVERED ENTITY. - The term “covered entity”
(A) nmeans a person engaged in interstate conmerce that coll ects data containi ng
covered information; and
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(B) does not include -
(i) a government agency; or
(ii) any person that collects covered information from fewer than 5, 000
i ndi vidual s in any 12-nont h peri od and does not col |l ect sensitive infornation.
(5) COVERED | NFORMATI ON. - The term*“covered i nformati on” nmeans, with respect to an
i ndi vidual, any of the foll ow ng:
(A) The first name or initial and | ast nane.
(B) A postal address.
(C A tel ephone or fax nunber.
(D) An enmil address.
(E) Unique bionetric data, including a fingerprint or retina scan.
(F) ASocial Security nunber, tax identification nunber, passport nunber, driver’s
| i cense nunber, or any ot her government-issued identification nunber.
(G A Financial account nunber, or credit or debit card nunber, and any required
security code, access code, or password that is necessary to permt access to an
i ndi vidual’s financial account.
(H) Any uni que persistent identifier, such as a customer nunber, uni que pseudonym
or user alias, Internet Protocol address, or other unique identifier, where such
identifier is used to collect, store, or identify informati on about a specific
i ndi vi dual or a conputer, device, or
software application owned or used by a particular user or that is otherw se
associated with a particul ar user.
(1) A preference profile.
(J) Anyother informationthat i scoll ected, stored, used, or di scl osedi nconnection
with any covered information described in subparagraphs (A) through (I).
(6) FI RST PARTY TRANSACTI ON. - Theterm*“first party transacti on” means aninteraction
between an entity that collects covered informati on when an individual visits that
entity’' s website or pl ace of busi ness and t he i ndi vi dual fromwhomcovered i nformati on
is collected.
(7) OPERATI ONAL PURPCSE. -
(A) I NGENERAL - The term“oper ati onal purpose” means a pur pose r easonabl y necessary
for the operation of the covered entity, including —
(i) providing, operating, or inproving a product or service used, requested,
or aut horized by an individual;
(ii) detecting, preventing, or acting against actual or reasonably suspected
threats tothe covered entity’s product or service, including security attacks,
unaut hori zed transactions, and fraud;

(iii) analyzing data related to use of the product or service for purposes of
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optim zingor i nprovingthe covered entity’s products, services, or operati ons;
(iv) carrying out an enploynent relationship with an individual;
(v) disclosing covered information based on a good faith belief that such
di sclosure is necessary to conply with a Federal, State, or local law, rule,
or ot her applicabl el egal requiremnment, includingdiscl osures pursuant toacourt
order, subpoena, summons, or other properly executed conmpul sory process; and
(vi) disclosingcoveredinformationtoaparent conpany of, controll ed subsidi ary
of, or affiliate of the covered entity, or other covered entity under comon
control withthe coveredentity wherethe parent, subsidiary, affiliate, or ot her
covered entity operates under a conmon or substantially simlar set of internal
policies and procedures as the covered entity, and the policies and procedures
i ncl ude adherence to the covered entity’s privacy policies as set forthinits
privacy notice.
(B) EXCLUSION - Such termshall not include the use of covered information for
mar keti ng, advertising, or sal es purposes, or any use of or discl osure of covered
information to an unaffiliated party for such purposes.
(8) PREFERENCE PRCFILE. - The term*“preference profile” means alist of information,
categories of information, or preferences associated with a specific individual or
a conput er or devi ce owned or used by a particul ar user that i s mai ntained by or relied
upon by a covered entity.
(9) RENDER ANONYMOUS. - The term®“render anonynous” nmeans to renove or obscure covered
i nformation such that the remaining i nformati on does not identify, and there is no
reasonabl e basis to believe that the information can be used to identify -
(A) the specific individual to whom such covered information relates; or
(B) a conputer or device owned or used by a particul ar user.
(10) SENSI TI VE | NFORVATI ON. - The term*“sensitive i nformati on” nmeans any i nformation
that is associated with covered information of an individual and relates to that
i ndividual’s -
(A) nedical records, including nedical history, nmental or physical condition, or
medi cal treatnent or diagnosis by a health care professional;
(B) race or ethnicity;
(C religious beliefs;
(D) sexual orientation;
(E) financial records and other financial information associated with a financi al
account, including balances and other financial information; or
(F) precise geolocation information.
(11) SERVI CE PROVIDER. - The term*“service provider” neans an entity that collects,

mai nt ai ns, processes, stores, or otherw se handl es covered i nformati on on behal f of
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a covered entity, including, for the purposes of serving as a data processi ng center,

provi di ng cust oner support, servingadvertisenmentstothewebsiteof thecoveredentity,
mai nt ai ni ng t he covered entity’s records, or perform ng ot her adm ni strative support

functions for the covered entity.

(12) TRANSACTI ONAL PURPCSE. - The term “transacti onal purpose” means a purpose
necessary for effecting, adm nistering, or enforcing atransacti on between a covered
entity and an individual.

(13) UNAFFI LI ATED PARTY. - The term“unaffiliated party” means any entity that is
not related by common ownership or affiliated by corporate control with a covered

entity.

SEC. 3. NOTI CE AND CONSENT REQUI REMENTS FOR THE CCOLLECTI ON, USE, AND DI SCLOSURE OF
COVERED | NFORNVATI ON.

(a) NOTI CE AND CONSENT PRI OR TO CCOLLECTI ON AND USE OF COVERED | NFORMATI ON. -
(1) IN GENERAL. - A covered entity shall not collect, use, or disclose covered
i nformation fromor about an i ndividual for any purpose unl ess such covered entity
(A) makes avail abl e to such i ndi vidual the privacy notice descri bed i n paragraph
(2) prior to the collection of any covered infornmation; and
(B) obtains the consent of the individual to such collection as set forth in
par agraph (3).
(2) NOTI CE REQUI REMENTS. -
(A) NATURE OF NOTI CE. -
(i) COLLECTI ON OF | NFORMATI ON THROUGH THE | NTERNET - |f the covered
entity coll ects coveredinformationthroughthe Internet, the privacy notice
required by this section shall be.
(1) posted clearly and conspi cuously on t he websi te of such covered entity
t hrough which the covered information is collected; and
(I'l) accessible through a direct link fromthe Internet honmepage of the
covered entity.
(i) MANUAL COLLECTI ONOF | NFORMVATI ON BY MEANS OTHER THAN THROUGH THE | NTERNET.
- If the covered entity collects covered i nformati on by any nmeans t hat does
not utilize the Internet, the privacy notice required by this section shall
be made available to an individual in witing before the covered entity
coll ects any covered information fromthat individual.
(B) REQUI RED | NFORMATI ON. - The privacy noti cerequiredunder paragraph (1) shall

i nclude the follow ng information:
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(i) The identity of the covered entity collecting the covered infornation.
(ii) Adescriptionof any coveredinformationcollectedbythecoveredentity.
(iii1) How the covered entity collects covered information
(iv) The specific purposes for which the covered entity collects and uses
covered information
(v) How the covered entity stores covered information.
(vi) Howthe covered entity may nerge, |ink, or conbine covered i nformation
col |l ected about the individual with other information about the individual
that the covered entity may acquire fromunaffiliated parties.
(vii) Howlong the coveredentity retains coveredinformationinidentifiable
form
(viii) How the covered entity disposes of or renders anonynous covered
information after the expiration of the retention period.
(i x) The purposes for which covered information may be discl osed, and the
categories of unaffiliated parti es who nmay recei ve such i nformation for each
such pur pose.
(x) The choi ce and neans the covered entity offers individuals to limt or
prohibit the col |l ection and di scl osure of covered i nformation, inaccordance
with this section.
(xi) The nmeans by and the extent to which individuals may obtain access to
covered information that has been collected by the covered entity in
accordance with this section.
(xii) A means by which an i ndividual may contact the covered entity with any
i nquiries or conplaints regarding the covered entity’s handling of covered
i nf ormati on.
(xiii) The process by which the covered entity notifies individuals of
material changes to its privacy notice in accordance w th paragraph (4).
(xiv) Ahyperlinktoor alistingof the Conmi ssion’sonlineconsuner conpl ai nt
formor thetoll-freetel ephone nunber for the Comm ssi on’ s Consuner Response
Center.
(xv) The effective date of the privacy noti ce.
(3) OPT-QUT CONSENT REQUI REMENTS. -
(A) OPT-OQUT NATURE OF CONSENT. - A covered entity shall be considered to have
t he consent of an individual for the collection and use of covered i nformation
relating to that individual if -
(i) the covered entity has provided to the individual a clear statenent
containing the information required under paragraph (2)(B) and inform ng

the individual that he or she has the right to decline consent to such
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collection and use; and
(ii1) the individual either affirmatively grants consent for such coll ection
and use or does not decline consent at the time such statenent is presented
to the individual. If an individual declines consent at any ti me subsequent
totheinitial collectionof coveredinformation, the covered entity may not
collect covered informati on fromthe individual or use covered information
previously coll ected.
(B) ADDI TI ONAL OPTI ONS AVAI LABLE. - A covered entity may conply with this
subsection by enabling an i ndividual to decline consent for the collection and
use only of particular covered information, provided the individual has been
gi venthe opportunitytodeclineconsent for the collectionanduse of all covered
i nformation.
(4) NOTI CE AND CONSENT TO MATERI AL CHANGE I N PRI VACY PCLICIES. - A covered entity
shal | provide the privacy notice required by paragraph (2) and obtai n the express
affirmati ve consent of the individual prior to —
(A) maki ng amaterial changein privacy practices governi ng previously coll ected
covered information fromthat individual; or
(B) disclosing covered information for a purpose not previously disclosed to
the individual and which the individual, acting reasonably under the
ci rcunmst ances, woul d not expect based on the covered entity’'s prior privacy
noti ce.
(5) EXEMPTI ON FOR A TRANSACTI ONAL PURPOSE OR AN OPERATI ONAL PURPCSE. -
(A) EXEMPTI ON FROM NOTI CE REQUI REMENTS. - The notice requirements in this
sub-section shall not apply to covered information that —
(i) iscollectedby any neans that does not utilizethelnternet, as descri bed
in paragraph (2)(A)(ii); and
(i)
(I') is collected for a transactional purpose or an operational purpose;
or
(I'l) consists solelyof i nformati on descri bedin subparagraphs (A) t hrough
(D) of section 2(5) and is part of a first party transaction.
(B) EXEMPTI ON FROM CONSENT REQUI REMENTS. - The consent requirenents of this
subsection shall not apply to the collection, use, or disclosure of covered
information for a transacti onal purpose or an operational purpose, but shall
applytothe collectionbyacoveredentity of coveredinformationfor marketing,
advertising, or selling, or any use of or disclosure of covered informationto
an unaffiliated party for such purposes.
(b) EXPRESS CONSENT REQUI RED FOR DI SCLOSURE OF COVERED | NFORMATI ON TO UNAFFI LI ATED
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PARTI ES. -
(1) INGENERAL. - Acoveredentity may not sell, share, or ot herw se di scl ose covered
information to an wunaffiliated party wthout first obtaining the express
af firmati ve consent of the individual to whomthe covered information rel ates.
(2) W THDRAWAL OF CONSENT. - Acovered entity that has obtai ned express affirnative
consent froman i ndi vi dual nust provi detheindividual withthe opportunity, w thout
charge, to wthdraw such consent at any tinme thereafter.
(3) EXEMPTI ON FOR CERTAI NI NFORMATI ON SHARI NG W TH SERVI CE PROVI DERS. - The consent
requi rements of this subsection shall not apply to the disclosure of covered
information by a covered entity to a service provider for purposes of executing
a first party transaction if -
(A) the covered entity has obtained consent for the collection of covered
i nformation pursuant to subsection (a); and
(B) the service provider agrees to use such covered i nformation solely for the
pur pose of providing an agreed-upon service to a covered entity and not to
di scl ose the covered information to any other person.
(c) EXPRESS CONSENT FOR COLLECTI ON OR DI SCLOSURE OF SENSI Tl VE | NFORVATI ON. - A covered
entity shall not coll ect or di sclose sensitiveinformationfromor about an i ndi vi dual
for any purpose unless such covered entity —
(1) makes avail abl e to such i ndividual the privacy notice described in subsection
(a)(2) prior to the collection of any sensitive information; and
(2) obtains the express affirmati ve consent of theindividual towhomthe sensitive
information relates prior to collecting or disclosingsuch sensitive informtion.
(d) EXPRESS CONSENT FOR COLLECTI ON OR DI SCLOSURE OF ALL OR SUBSTANTI ALLY ALL OF AN
| NDI VI DUAL’ S ONLI NE ACTI VI TY. - Acovered entity shall not coll ect or di scl ose covered
information about all or substantially all of an individual’s online activity,
i ncl udi ng across websites, for any purpose unless such covered entity -
(1) makes avail abl e to such i ndividual the privacy notice described in subsection
(a)(2) prior tothecollectionof thecoveredinformationabout all or substantially
all of the individual’s online activity; and
(2) obtains the express affirmati ve consent of the individual to whomthe covered
information relates prior to collecting or disclosing such covered i nformation.
(e) EXCEPTI ONFOR| NDI VI DUAL MANAGED PREFERENCE PROFI LES. - Not wi t hst andi ng subsecti on
(b), a covered entity may collect, use, and disclose covered information if —
(1) the covered entity provides individuals with the ability to opt out of the
col |l ection, use, and di scl osure of covered information by the covered entity using
areadi |l y accessi bl e opt - out mechani smwher eby, t he opt - out choi ce of t hei ndi vi dual

is preserved and protected fromincidental or accidental deletion, including by
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(A) website interactions onthe covered entity’s website or a website where the
preference profile is being used;
(B) a toll-free phone nunber; or
(C letter to an address provided by the covered entity;
(2) the covered entity del etes or renders anonynous any covered i nformati on not
| ater than 18 nonths after the date the covered infornmation is first collected;
(3) the covered entity includes the placenent of a synbol or seal in a proni nent
| ocation on the website of the covered entity and on or near any advertisenents
delivered by the covered entity based on the preference profile of an individua
that enabl es an individual to connect to additional information that —
(A) describes the practices used by the covered entity or by an adverti senent
network i n which the covered entity participates tocreate a preference profile
andthat ledtothedeliveryof theadvertisenent usinganindividual’s preference
profile, including the information, categories of information, or |ist of
preferences associated with the individual that nay have led to the delivery
of the advertisenent to that individual; and
(B) allows individuals to review and nodi fy, or conpletely opt out of having,
a preference profile created and nmmintained by a covered entity or by an
advertisenment network in which the covered entity participates; and
(4) an advertisenment network towhichacoveredentity di scl oses coveredinformation
under t hi s subsecti on does not di scl ose such coveredi nformati onto any other entity
wi thout the express affirmative consent of the individual to whomthe covered

information rel ates.

SEC. 4. ACCURACY AND SECURI TY OF COVERED | NFORVATI ON AND CONSUMER EDUCATI ON CAMPAI GN.

(a) ACCURACY. - Each covered entity shall establish reasonabl e procedures to assure
the accuracy of the covered information it collects.
(b) SECURITY OF COVERED | NFORMVATI ON. -
(1) IN GENERAL. - A covered entity or service provider that collects covered
i nformation about an individual for any purpose nust establish, inplenent, and
mai ntain appropriate adm ni strative, technical, and physical safeguards that the
Commi ssi on determ nes are necessary to —
(A) ensure the security, integrity, and confidentiality of such information;
(B) protect agai nst anticipated threats or hazards to the security or integrity
of such information;

(C) protect against unauthorized access to and | oss, msuse, alteration, or
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destruction of, such information; and
(D) inthe event of a security breach, determ ne the scope of the breach, nake
every reasonabl e attenpt to prevent further unauthori zed access to the affected
covered information, and restore reasonable integrity to the affected covered
i nformation.
(2) FACTORS FOR APPROPRI ATE SAFEGUARDS. - | n devel opi ng standards to carry out this
section, the Conmi ssion shall consider the size and conpl exity of a coveredentity,
the nature and scope of the activities of a covered entity, the sensitivity of the
covered information, the current state of the art in adninistrative, technical,
and physi cal safeguards for protecting information, and the cost of inplenmenting
such saf eguards.
(c) CONSUMER EDUCATI ON. - The Conmi ssi on shal | conduct a consuner educati on canpai gn
to educate the public regarding opt-out and opt-in consent rights afforded by this
Act .

SEC. 5. USE OF AGGREGATE OR ANONYMOUS | NFORMATI ON.

Nothing in this Act shall prohibit a covered entity fromcollecting or disclosing

aggregate informati on or covered infornmati on that has been rendered anonynous.

SEC. 6. USE OF LOCATI ON- BASED | NFORVATI ON.

(a) I N GENERAL. - Except as provided in section 222(d) of the Communications Act of
1934 (47 U. S. C. 222(d)), any provider of a product or service that uses | ocation-based
i nformation shall not disclose such | ocati on-based i nformation concerning the user
of such product or servicew thout that user’s express opt-inconsent. Auser’s express
opt-in consent to an application provider that relies on a platformoffered by a
comerci al nmobil e service provider shall satisfytherequirenents of this subsection.
(b) AVENDMENT. - Section 222(h) of the Comuni cations Act of 1934 (47 U.S.C. 222(h))
i s anended by adding at the end the follow ng: “(8) CALL LOCATI ON | NFORMATI ON - The

term‘call location information’” neans any | ocation-based information.”

SEC. 7. FEDERAL COVMUNI CATI ONS COWM SSI ON REPORT.

Not | ater than 1year after t he dat e of enact ment of this Act, t he Federal Conmuni cati ons
Commi ssion shall transmt a report to the Conmttee on Energy and Conmerce of the
House of Representatives and the Conmittee on Conmerce, Science, and Transportation

of the Senate describing -
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(1) all provisions of United States comunications |aw, including provisions inthe
Commruni cations Act of 1934, that address subscriber privacy; and
(2) how those provisions may be harnoni zed with the provisions of this Act to create

a consistent regulatory regine for covered entities and individuals.

SEC. 8. ENFORCEMENT.

(a) ENFORCEMENT BY THE FEDERAL TRADE COWM SSI ON. -
(1) UNFAI R OR DECEPTI VE ACTS ORPRACTI CES. - Aviolationof this Act shall betreated
as an unfair and decepti ve act or practiceinviolationof aregul ationunder section
18(a) (1) (B) of the Federal Trade Comm ssion Act (15 U S. C. 57a(a) (1) (B)) regarding
unfair or deceptive acts or practices.
(2) PONERS OF COW SSI ON. - The Conmi ssion shall enforcethis Act i nthe same manner,
by the same neans, and with the sane jurisdiction, powers, and duties as though
al | applicableterns and provi sions of the Federal Trade Commi ssion Act (15U S. C.
41 et seq.) wereincorporatedintoandmnmade apart of this Act. Any personwho vi ol ates
such regul ati ons shall be subject tothe penalties and entitled to the privil eges
and inmuni ties provided in that Act. Notw thstandi ng any provi sion of the Federal
Trade Conm ssion Act or any ot her provision of | awand sol ely for purposes of this
Act, conmmon carriers subject to the Communi cati ons Act of 1934 (47 U S.C 151 et
seqd.) and any anendnent thereto shall be subject to the jurisdiction of the
Conmi ssi on.
(3) RULEMAKI NG AUTHORI TY AND LI M TATI ON. - The Comni ssi on nay, i nh accordance with
section 553 of title 5, United States Code, issue such regulations it determ nes
to be necessary to carry out this Act. In pronul gating rul es under this Act, the
Commi ssi on shall not require the deploynment or use of any specific products or
technol ogi es, including any specific conputer software or hardware.
(b) ENFORCEMENT BY STATE ATTORNEYS GENERAL. -

(1) AVIL ACTION. - Inany case in whichthe attorney general of a State, or agency
of a State having consunmer protectionresponsibilities, has reason to believe that
an interest of the residents of that State has been or is threatened or adversely
af fected by any person who violates this Act, the attorney general or such agency
of the State, as parens patriae, may bring acivil acti on on behal f of the residents
of the State in a district court of the United States of appropriate jurisdiction
to —

(A) enjoin further violation of such section by the defendant;

(B) conpel conpliance with such section;

(C) obtain damage, restitution, or other conpensation on behalf of residents
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of the State; or
(D) obtain such other relief as the court may consider appropriate.
(2) | NTERVENTI ON BY THE FTC. -
(A) NOTI CE AND | NTERVENTI ON. - The State shall provide prior witten notice of
any acti on under paragraph (1) to the Comm ssion and provi de t he Comm ssionwith
a copy of its conplaint, except in any case in which such prior notice is not
feasible, in which case the State shall serve such notice inmmediately upon
instituting such action. The Commi ssion shall have the right -
(i) to intervene in the action;
(ii1) upon so intervening, to be heard on all matters arising therein; and
(ii1) to file petitions for appeal.
(B) LIMTATION ON STATE ACTION WHI LE FEDERAL ACTION IS PENDING - If the
Commi ssion has instituted a civil action for violation of this Act, no State
attorney general or agency of a State may bring an action under this subsection
during the pendency of that action agai nst any def endant named i n t he conpl ai nt
of the Conmmi ssion for any violation of this Act alleged in the conplaint.
(3) CONSTRUCTI ON. - For purposes of bringing any civil action under paragraph (1),
nothing in this Act shall be construed to prevent an attorney general of a State
fromexercising the powers conferred on the attorney general by the | aws of that
State to -
(A) conduct investigations;
(B) adm nister oaths or affirmations; or
(C) conpel the attendance of wi t nesses or t he producti on of docunentary and ot her

evi dence.

SEC. 9. NO PRI VATE RI GHT OF ACTI ON

This Act may not be considered or construed to provide any private right of action.
No private civil action relating to any act or practice governed under this Act may
be commenced or maintained in any State court or under State | aw (i ncl udi ng a pendent

State claimto an action under Federal |aw).
SEC. 10. PREEMPTI ON
This Act supersedes any provision of a statute, regulation, or rule of a State or

political subdivisionof aState, that includes requirements for the collection, use,

or disclosure of covered information.
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SEC. 11. EFFECT ON OTHER LAWE.

(a) APPLI CATI ON OF OTHER FEDERAL PRI VACY LAWS. - Except as provided expressly inthis
Act, this Act shall have no effect on activities covered by the foll ow ng:
(1) Title V of the GammLeach-Bliley Act (15 U S.C. 6801 et seq.).
(2) The Fair Credit Reporting Act (15 U.S.C. 1681 et seq.).
(3) The Health Insurance Portability and Accountability Act of 1996 (Public Law
104-191) .
(4) Part Cof title XI of the Social Security Act (42 U S.C. 1320d et seq.).
(5) The Communi cations Act of 1934 (47 U S.C. 151 et seq.).
(6) The Children’s Online Privacy Protection Act of 1998 (15 U. S. C. 6501 et seq.).
(7) The CAN SPAM Act of 2003 (15 U . S.C. 7701 et seq.).
(b) COWM SSI ON AUTHCORI TY. - Not hing containedinthis Act shall be construedtolimt

authority provided to the Comn ssion under any other |aw.

SEC. 12. EFFECTI VE DATE.

Unl ess ot herw se specified, this Act shall apply tothe collection, use, or di sclosure

of, and other actions with respect to, covered information that occurs on or after

the date that is one year after the date of enactnent of this Act.
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