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— Host IDS(Intrusion Detection System)

— Bastille, Security Patch Check, IPFilter

- CERT, FIRST

- CCITSE EAL4-CAPP (HP-UX 11.11)
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HP-UX 11iv2 Install Time Security

- HP-UX OE

- HP-UX

- Bastille

Tools only Sec00Tools - Bastille

SSH Security Patch Check
IPFilter

Host SeclOHost — 50 host

Managed DMZ Sec20MngDMZ —

DMZ Sec30DMZ — SSH
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Install-Time Security

1) Ignite/UX

3) Manual 4) Update/UX

# swinstall —s <depot> -x autoreboot=true <level> # update-ux —s <depot> <OE> <level> 8
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Sec00 Tools

Sec10Host

e

Sec30DMZ

Secure Shell
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Sec10Host Sec20M ng Sec30DM Z
DMZ
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Bastille

e LINUX

http://bastille-linux.org
- HP-UX
- Red Hat Linux

— TurboLinux
- Mac OS X

Pegyary 11,2004




Bastille

- sendmaill -
daemon
- Bastille
| revert
- echo finger . Trust
o /tch
- chroot “jails” /etc/shadow)

- Security Patch Check
- web Domain Name

Service (DNS)

Internet - |PFilter firewall
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HP-UX 11i1v2 Bastille

- Install Time Security Bastille

NOTE: Entering Critical Code Execution.
Bastille has disabled keyboard interrupts.

level-application-actions

NOTE: Bastille is scanning the system configuration...

. . Bastille is now locking down your system in accordance with your
Ievel-appl |Cat|on-err0rs answers in the "config" file. Please be patient as some modules

may take a number of minutes, depending on the speed of your
machine.

Executing File Permissions Specific Configuration
o Executing Account Security Specific Configuration
Executing Inetd Specific Configuration
Executing Daemon Specific Configuration

] ] Executing Sendmail Specific Configuration
(X'WmeW dISp|ay ) Executing DNS Specific Configuration
Executing Apache Specific Configuration
Executing FTP Specific Configuration
Executing HP-UX's Security Patch Check Configuration
Executing IPFilter Configuration
Executing HP-UX Specific Configuration

Please check

/var/opt/sec_mgmt/bastille/TODO.txt
for further instructions on how to secure your system. I 3
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Bastille

= 2l =l
—Modules —Question
v Title Screen j; IShDuld Bastille scan for world-writeable directories?
v Patches
v FilePermissions ~Explanation
v Accountsecurity Bastille can scan your system for world-writeable directories, including base 05,
v Securelnetd ird party applications, and user directories. Bastille will then create a script
¢ MiscellaneousDasmons which you can edit to suit your needs and then run to tighten these permissions.
v Sendmail Changing the permissions of directories in this way has the potential to hreak
v DS compatibility with some applications and requires testing in your environment.
v Apache :
MNote: The changes made by this script are NOT supported by HP. They have a low
v FTF likelihood of breaking things in a single purpose environment, but are known to —
v HP_UX hrealk some applications in wery subtle ways in a general purpose environment.
v IPFilter Here are some examples of known issues:
¢ End Screen - /ftmp and /var/tmp sticky bit: applications which rely on unigue process id’s
in /tmp when run by different users may break when the process id’s are recycled
{(cleaning tmp directories regularly may alleviate this prohlem)
- Log directories (most of which are named with the word "log" in them):
Programs which are run by different users but create and/or write logs in a
common directory may fail to log actions. This includes GUI error logs in some
versions of HP-UX diagnostic tools.
- "cat" directories such as those in fusr/share/man are used by the "man"
command to write pre-processed man pages. Eliminating the world-writeable bit
will cause a degradation in performance because the man page will have to bhe
rafrrmattod cwvarw timo it ic acroceoad 7
—Answer
% No - Yes
1 7? «<— Back | Eestore Default Explain Less | 0K —» | 1
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HP-UX Bastille’s Modules

- Patches

« File Permissions

- Account Security

- Secure Inetd
« Miscellaneous Daemons

- Sendmail
- DNS

- Apache
- FTP

- HP-UX
~ HP-UX

- IPFilter

Pegyary 11,2004
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HP-UX Bastille’s Patches and File

Permissions Modules

- SPC(Security Patch Check)
- SPC

- SPC
- SPC

- File Permissions
- World-Writeable

= swverify SD

# drwxrwxrwx bin bin Feb 19 2003 /opt/netscape/plugins
/usr/bin/chmod 1777 "/opt/netscape/plugins'” ; ¥
/usr/sbin/swmodify -x files="/opt/netscape/plugins” NS-communicate.NETSCAPE-RUN

echo "/usr/bin/chmod 0777 ¥"/opt/netscape/plugins¥" ; /usr/sbin/swmodify ¥
-X files=¥"/opt/netscape/plugins¥" NS-communicate.NETSCAPE-RUN" >> $REVERTPERMS
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hp-ux11i

(Security Patch Check)

- hp-ux11i

*** BEGINNING OF SECURITY PATCH CHECK REPORT ***

Report generated by: Zopt/sec_mgmt/spc/bin/security patch check.pl, run as root
Analyzed localhost (HP-UX 11.23) from kios

Security catalog: /etc/opt/sec_mgmt/bastille/security catalog

Security catalog created on: Sun Feb 8 11:14:40 2004

Time of analysis: Mon Feb 9 19:03:07 2004

List of recommended patches for most secure system:

# Recommended Bull(s) Spec? Reboot? PDep? Description

1 PHNE29913 281 No No No sendmail(1m) 8.11.1

2 PHSS 29966 299 Yes No No HP DCE 1.9 client cumulative
3 PHSS 30013 297 No No No CDE Base

*** END OF REPORT ***

NOTE: Security bulletins can be found ordered by number at

http.//itrc.hp.com/cki/bin/doc.pl/screen=ckiSecurityBulletin :I 7
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HP-UX Bastille’s Account Security Module

= “umask”

— bash, csh, ksh, zsh
- /etc/profile, /.profile, /etc/csh.login

- “/etc/default/security” umask
« HP-UX 11.22

= (/etc/shadow)

- “/etc/default/security” BOOT_AUTH

200474711 HP World 2003 Solutions and Technology Conference & Expo
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System Administration Manager C(hpjsdman)

File Yiew Options Actions

S5fM Areastbuditing and Security

) P @
= o
= 7y

.. loo up) fiudited Events fudited Svstem
Calls

(TrUSted MOde) ﬁudite%tUsers fi\uthcated ?

Swstem Security
Commands Folicies

- C2

(SAM, )

- HP-UX
19
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/etc/default/security

( )
/tcb/files/auth/system

( )
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- /etc/default/security
ABORT_LOGINON_MISSING _HOMEDIR=1

- “/etc/nologin”
- /etc/default/security NOLOGIN=1

- “su” PATH
- /etc/default/security SU_DEFAULT_PATH

- tty
- /etc/securetty

22
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HP-UX Bastille’s Secure Inetd Module

- Inetd service audit
- telnet
- ftp
- login, shell, exec
- rlogind, remshd, rexecd

- TFTP
= Trivial File Transfer Protocol (TFTP) UDP

23
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HP-UX Bastille’s Secure Inetd Module

- Inetd service audit (continued)

- bootp
- Dynamic Host Configuration Protocol (DHCP)

= Internet Boot Protocol (BOOTP)
« DHCP/BOOTP

- finger
- RFC 742 Name/Finger

— uucp
 UUCP (Unix to Unix copy) UNIX

~- ntalk

24
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HP-UX Bastille’s Secure Inetd Module

- Inetd service audit (continued)
- ident
- TCP/IP IDENT

- daytime, discard, chargen, and echo

- daytime: (RFC
867)

e discard: /dev/null
(RFC 863)

- chargen: Character Generator
(RFC 862)

= echo: (RFC 862)

25
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HP-UX Bastille’s Secure Inetd Module

- Inetd service audit (continued)
- time
- inetd 1900 1 1 0

- klogin kshell
- Kerberos

- dtspcd, cmsd, ttdbserver

- dtspcd:
Desktop Sub process Control

- cmsd: Sun  Calendar Manager

« ttdbserver: Sun ToolTalk Database Server
OpenWindows 2 6
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HP-UX Bastille’s Secure Inetd Module

- Inetd service audit (continued)

— recserv

e HP SharedX Receiver Service xhost
X

- swat
- Samba

— printer
 |netd
- “Authorized Use Only”

- /etc/issue, /etc/motd
- /etc/inetd.conf telnet, login, klogin  -b, -B Zetc/issue 27
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HP-UX Bastille’s Miscellaneous Daemons

Module

- NFS

e NFS

— Autofs
- /0 (biod)
« NIS
« NIS

NFS )

- /sbin/init.d/nfs.server stop
— /etc/rc.config.d/nfsconf NFS_SERVER=0

oRON1/94 11 HP World 2003 Solutions and Technology Conference & Expo
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HP-UX Bastille’s Miscellaneous Daemons

Module

- SNMPD
- ptydaemon vtdaemon
- ptydaemon (shl)
- “vtdaemon” “ptydaemon”

- “pwgrd”

e “rbootd”

e HP / (Remote Maintenance
Protocol)

- X

X 29
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HP-UX Bastille’s Sendmail Module

- sendmail
- sendmail
- SMTP (Simple Mail Transport Protocol) VRFY
EXPN
- VRFY

- EXPN
- /

oRON1/94 11 HP World 2003 Solutions and Technology Conference & Expo
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HP-UX Bastille’s DNS Module

- BIND (Berkeley Internet Name Domain)
- BIND “chroot” jall

— /var/jail/bind
— finish-named-chroot.sh

— Non-root BIND
e named

31
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HP-UX Bastille’s Apache and FTP

Modules
- Apache (hardening)

- Apache

- Apache “chroot” jall
«FTP

N (root, daemon, bin, sys, adm, uucp, Ip,
nuucp, hpdb, guest) FTP

32
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HP-UX Bastille’s HP-UX Module

— (executable stack 0O)
- swacl ACL (any_other:-r- )

- Ip_forward_directed broadcasts(O)
— Ip_forward_src_routed(O)

- ip_forwarding(O)

— ip_ire_gw_probe(0)

— Ip_send_redirects(O)

— Ip_send_source _guench(0)

— tcp_conn_request_max (20 -> 4096)
— tcp_syn_rcvd_max (500 -> 1000)

33
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HP-UX111

(Buffer overflow protection)

WARNING: UID # may have attempted a buffer overflow attack. PID
# (program_name) has been terminated. See the ‘+es enable’ option of chatr(1).

34
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HP-UX Bastille’s IPFilter Module

- |PFilter

- Secure Shell

- WBEM

« HIDS (Host Intrusion Detection System)
- web

« DNS

/etc/opt/sec_mgmt/bastille/ipf.customrules

Web 80
pass in quick proto tcp from any to any port = 80 keep state 3 5
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Bastille

- /var/opt/sec_mgmt/bastille/log/action-log(
- /var/opt/sec_mgmt/bastille/log/error-log(
- /var/opt/sec_mgmt/bastille/TODO.xt (

- /etc/opt/sec_mgmt/bastille/config

# Q: Do not allow logins unless the home directory exists?
AccountSecurity. ABORT LOGIN_ON_MISSING_HOMEDIR="Y"

# Q: Should non-root users be disallowed from logging in if Zetc/nologin exists?
AccountSecurity. NOLOGIN="Y"

- /etc/opt/sec_mgmt/bastille/ipf.customrules
— /etc/opt/ipf/ipf.conf

- (bastille -r)
/var/opt/sec_mgmt/bastille/TOREVERT.txt

2004 4 11
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hp-ux11i

CERT/CC
( http://www.cert.org/ )

- (IT )

37
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- HP-UX 11i

- stack buffer overflow protection in HP-UX 111
— http://www1.jpn.hp.com/products/software/ oe/hpux/document/index.html

- HP-UX /
8

- http://docs.hp.com/ja

- IT

- http://www.itrc.hp.com

- Security bulletins Digest
~ http://www3.jpn.hp.com/upassist/assist2/secbltn/index.htm 38
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