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TCSEC BLS (B level security) / US DoD
CMWEC (compartmented Mode Workstation) / TAC4 for US NAVY
Post Bell-La Padula model

Identity Management
Provisioning

2} side2 .
Copyright © 2000-2002 Hewlett-Packard Japan, Ltd. =
L

Copyright © 2001,2002

HP

10 4

Page 1



*“/’“7_¢'t*1 Ui"f_ 2002 10 4
. 9-72397 in BRER

Trusted
oS

1986 () International R&D
1990 ()
1993
2
1996
1997 (

(www.ipsj.or.jp/)
(www jnsa.org/)
(www.ipa.gojp/)
(www.fisc.or.jp/)
(www.itscj.ipsj.or.jp/) SC 27/WG 1
(www.city suginami .tokyo.jp/)
(www.in-law jp/)
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http://www.ipa.go.jp/security/awareness/vendor/programming/intro.html
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#TCSEC-BLS, CMWEC 8
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#®OpenHack 2 (Y2000)

#®OpenHack 3 (Y2001)
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Authentication
Access Control
Authorization

Auditing

Assurance

User authentication
Terminal authentication
Server authentication
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illegal access

unauthorized access
abuse of authorized access

| > tmomaly detection)
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CLASSIFICATION

DESIGN CLASSIFICATION MODEL
clearances

sensitivity levels + compartments

markings - (worst practice: floating label)

HOW TO BE HANDLED (not based on attribute)
CRITERIA TO CLASSIFY

when? at creation (concern about 1:N)

who? by creator (concern about 1:N)

what? Just Enough (is better than Baseline)
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Step 1.4
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Classification \
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(Level, Compartment & Marking)
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¢

security strength
depends on audit
enforced by integrity
ex) WRITE UP

makes containment
against abuse of authorization

*
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CLASSIFICATION

ACCESS CONTROL
INFORMATION FLOW CONTROL
LEAST PRIVILEGE
AUTHORIZATION (DUAL LOCK)
AUDITING e o

Audit Trail

covert channel
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DUAL LOCKED AUTHORIZATION
sysadmin I.S. system officer
< (sysadmin )
( I
(isso ) —— =
.
(user) (owner)
(custodian) (guardian) _
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Step 4.1 awareness
Step 4.2 education
Step 4.3 training
A side 174

Copyright © 2000-2002 Hewlett-Packard Japan, Ltd.

Trusted
oS

roactive reactive
PREVENTION X
PROTECTION X
penetration X <
detection X incident

REACTION X
REPORT in advance X

* trap (pitfall on the term “REACTION?)

improve
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ISO/IEC 15408 (JIS X5070)

TOE - Target of Evaluation -

PP - Protection Profile -

ST - Security Target -

EAL - Evaluation Assurance Level

EAL

Trusted
oS

ISO/IEC 15408 JIS X 5070
CCVa1l

CCRA
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":ﬁ Common Criteria

Partnership with 1SO

» Common Criteria development group made
significant effort to get criteria adopted as an
international standard (1SO/IEC 15408)

» Need to maintain regular and consistent
coordination/liaison with 1ISO SC 27
Working Group 3—but this effort requires
resources which tend to be limited

CCR.A History, Implementation, Future E xpansion, and International Experiences
Dr. Stuart Katzke / National Institute of Standards and Technology pr;

*No new versions until April 2003 (at the earliest)

Request for Interpretations (as of

February 2002)

» 206 Total Requests for Interpretation
» Final interpretation is achangeto the
CC/ICEM
16 months average time to process
« Labor intensive: requires significant
preparati on/coordination
 Limited resources
» Reguires unanimous consent

Future Directions of the Common Criteria (CC) and the Common Evduation Methodology (CEM)
Dr. Stuart Katzke / National Institute of Standards and Technology

Copyright © 2001,2002
HP Page 11



. - *"/"7’?'#*1 yi‘f_ 2002 10 4
e D7-72397 in U&SR

Bell-La Padula

A3
‘__‘. ——
N /
N/
ﬂ.ﬂ] Slide 23¢
Trusted

Bell-La Padula
hp secure linux

ﬂﬁ] Slide 24

Copyright © 2001,2002
HP Page 12



RYMI-2-F2YF (- o

975377 in SHER

Trusted
oS

SYSTEM HIGH
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HOST *-> COMPARTMENT web PORT 80 METHOD tcp NETDEV lan_ethO

COMPARTMENT web -> COMPARTMENT tomcatl PORT 8007 METHOD tcp
NETDEYV lan_lo

COMPARTMENT web -> COMPARTMENT tomcat2 PORT 8008 METHOD tcp
NETDEV lan_lo

COMPARTMENT tomcatl -> HOST serverl PORT 8080 METHOD tcp NETDEV
lan_ethl
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web /conpt/web read active

web /conpt/web/tnp read, wite active

web /conpt/web/ apache/ | ogs append active
web / none active
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serverl
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# 1s -1n

STWr--r-- Nov 16 04: 45 access. con
STWIr--1-- Nov 16 04: 45 htt pd. conf
STWr--r1-- Nov 16 04:45 m ne.types

-rwr--r-- 1 Nov 16 04: 45 srm conf

- WX WX wx 1 Dec 24 23:32 openfile
# echo abc >

sh: httpd.conf: Operation not permtted

# who

root ttyl Dec 25 03:10
# echo abc >> openfile

sh: openfile: Operation not permtted

# rm access. conf

rm cannot unlink ‘access.conf’: Qperation not
#

Trusted
os Bell-La Padula

B

http://www.ipa.go.jp/security/fy13/report/secure_os/secure_os.html
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SYSTEM HIGH

serverl
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Authentication Authentication
Access Control Authorization
Authorization Administration
Auditing

Assurance

User authentication
Terminal/Client/Device authentication
Server authentication
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Military grade

N\ N
} Military

kA AN A)
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Identity Management

Provisioning
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