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New challenges for Information security
measures
Identity Management

Higher accurate of specifying for “individual person’is
needed in access to information.

The goal to be set is that the object of management should
be instead of “ID code”.

Provisioning

It must be operated which even system administrator cannot
spoof user or modify the access rights without approval.
The goal to be set is that the protection of the most
important information should be secured

through not only technology but also operation.
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For enterprise, information is to make the best of

use. IT is deployed to do so.
The information security is a requirement, but not
objective.

Basic construction of information security measures:

Assumption: human nature is as fundamentally good

Constrain: ill-natured activity is possible

Those two measures are completely different kinds.
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Establish of measures for nature as fundamentally good
WHAT: People cannot follow if they cannot remember.
WHY: People cannot do exceptional process if they do not know about the reason.

WHO: Assuming for deviation, it must be designed in advance who is the right person to
approve the deviation.

holding the level of “just-enough”

—

“just-enough” rather than “base-lining”

from defense to offence --- No less and No much. Remember the objective of IT.

Education is mandatory for human
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Establish of measures for ill-natured activity

abuse of authorized access

Never do although one can do

Integrity of audit trail and its awareness act as a
deterrent

unauthorized access

Assuming the limitation of protection
--- incident management is mandatory
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Good-natured Security policies
Abuse of authorization Security Standards
Unauthorized access Security procedures
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Can a Knife be
used for killing?

Can you live without
any Knife?
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with the Knives
which can be
used to Kill.

Never do
although you can
do
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TCSEC

CLASSIFICATION
AUTHENTICATION

ACCESS CONTROL
INFORMATION FLOW CONTROL
LEAST PRIVILEGE

AUDITING
Audit Trail

covert channel

Inter-dependencies of fundamental
technology components of TCSEC

CLASSIFICATION
AUTHENTICATION

ACCESS CONTROL
INFORMATION FLOW CONTROL
LEAST PRIVILEGE

AUDITING  The strength of system security is
determined by the integrity of its audit trail.

covert channel
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Authentication Authentication
Access Control Authorization

Terminal/Client/Device authentication
Server authentication

Slide 21
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What has TCSEC wanted to do?
Establish of 5A’s

Authentication

A~rrnceo r‘nnfrr‘l
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Terminal/Client/Device authentication
Server authentication
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More than one
persons must
not share an ID
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DUAL LOCKED AUTHORIZATION

I.S. security officer

(user) (owner) (custodian) (CIE[ET)]

S
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DUAL LOCKED AUTHORIZATION

sysadmin principal I.S. security officer

<

(apply to sysadmin)

create account
initiate password
(notify to principal)

set password
(notify to isso)

| 4

grant access rights

Administrators should have authorizations only granted by organization,
but not have any capability to gain access rights for themselves.

Roles: user, owner, custodian, guardian
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Strong provisioning

Role-based
administration

None must have
apability to use more
than one IDs
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New challenges for Information security
measures
Identity Management

Higher accurate of specifying for “individual person’is
needed in access to information.

The goal to be set is that the object of management should
be instead of “ID code”.

Provisioning

It must be operated which even system administrator cannot
spoof user or modify the access rights without approval.
The goal to be set is that the protection of the most
important information should be secured

through not only technology but also operation.
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